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DETAILED ACTION 
Information Disclosure Statement 

1 . The information disclosure statement (IDS) submitted on 11 /1 5/2004 and 
1/5/2005 have been considered by the examiner. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the 
United States before the invention thereof by the applicant for patent, or on an international application 
by another who has fulfilled the requirements of paragraphs (1 ), (2), and (4) of section 371 (c) of this 
title before the invention thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act 
of 1999 (AlPA) and the Intellectual Property and High Technology Technical 
Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting 
directly or indirectly from an international application filed before November 29, 2000. 
Therefore, the prior art date of the reference is detemiined under 35 U.S.C. 102(e) prior 
to the amendment by the AlPA (pre-AlPA 35 U.S.C. 102(e)). 

3. Claims 1 - 9 and 12 - 18 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Gerth et al. (US 6.370,373 B1). 

Regarding claim 1, Gerth discloses a system for tracking and managing 
mobile devices in a wireless network, comprising: a plurality of device agents. 
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each device agent being assigned to collect association infomiation from a 
corresponding set of access points in the wireless network (plurality of MSG 
connected to BS (not shown), Fig. 2, 120A - 120G); and a device manager 
(PSMS, Fig. 2, 202) adapted to receive the collected association information from 
the device agents, the device manager having a conflict resolution engine (CDS, 
Fig. 2, 210) for resolving conflicting access point associations, wherein the 
association information from an access point includes information identifying 
mobile units which are associated with the access point (receives REGNOT 
records from plurality of MSG whereas REGNOT includes the mobile user's MIN, 
time stamp and MSG identification) (Gerth, Gol. 3, line 62 through Col. 4, line 35). 

Regarding claim 2, Gerth discloses wherein the association information 
from the access point also includes address information of the mobile units 
(mobile units MIN and ESN) which are associated with the access point, and the 
conflict resolution engine uses the address information to resolve conflicting 
access point associations to a mobile unit (Gerth, Gol. 5, lines 45 - 67). 

Regarding claim 3, Gerth discloses wherein the association information 
from the access point includes time stamps associated with the association 
information, and the conflict resolution engine uses the time stamps to resolve 
conflicting access point associations to a mobile unit (Gerth, Gol. 5, lines 45 - 
67). 

Regarding claim 4, Gerth discloses wherein the conflict resolution engine 
resolves a conflict between the associations of a mobile unit to two or more 
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access points (fraud manager located within the CDS, Fig. 3, 304 compares 
different REGNOT and CDS determines whether the mobile user is a fraud, 
Gerth, Col. 5, lines 45 - 67). 

Regarding claim 5, Gerth discloses wherein the conflict resolution engine 
request appropriate ones of the device agents to query access points 
corresponding to the conflicting associations (requesting a query from MSC, 
Gerth, Col. 5, lines 14 - 29). 

Regarding claim 6, Gerth discloses wherein the conflict resolution engine 
uses network traffic statistics for a mobile device to resolve whether the device is 
associated with an access point (fraud manager uses traffic statistics such as by 
comparing the difference between the time stamps of the REGNOT, Gerth, Col. 
5, lines 37-44). 

Regarding claim 7, Gerth discloses wherein the conflict resolution engine 
is rule-based (Gerth, Col. 5, lines 37 - 44). 

Regarding claim 8, Gerth discloses wherein the device agents (RVCD) 
obtain the association information by querying the access points (Gerth, Col. 4, 
lines 36 - 63). 

Regarding claim 9, Gerth discloses wherein the device manager sends a 
request to a device agent to trigger the query process of the device agent (PSMS 
instructs RVCD to send REGNOT records received from MSC every half hour, 
Gerth, Col. 5, lines 4- 13). 
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Regarding claim 12, Gerth discloses wherein the association Information 
includes identification of disassociated mobile units (fraud manager identifies the 
fraudulent mobile user, Gerth, Col. 5, lines 45 - 67). 

Regarding claim 13, Gerth discloses wherein the association information 
includes information describing disassociatlon of a mobile unit from an access 
point (REGNOT includes MIN and ESN of the mobile user, Gerth, Col. 4, lines 19 
- 46 and Col. 5, lines 45 - 67). 

Regarding claims 14, 16, 17 and 18, the claims are interpreted and 
rejected for the same reason as set forth in claim 1 . 

Regarding claim 15, the claim is interpreted and rejected for the same 
reason as set forth in claim 6. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
Invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1 0, 1 1 , 1 9 - 22 and 24 - 33 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Gerth in view of Iyer (US 6,904,278 B2). 

Regarding claim 10, Gerth as applied above does not specifically disclose 
a topology service adapted to provide a visualization of current associations 
between the access points and the mobile units, through a graphical user 
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interface. In an analogous art Iyer discloses a topology service adapted to 
provide a visualization of current associations between the access points and the 
mobile units, through a graphical user interface (Iyer, Col. 16, lines 19-48 and 
Fig. 8). Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to provide the technique of Iyer to the system of 
Gerth in order to provide a way to combine data files related to call data in a 
report format, such as a graphical representation, that can be readily analyzed to 
permit resolution of problems in a wireless network because graphical 
representations are user-friendly and very easy to understand, facilitating 
intellectual comprehension. 

Regarding claim 11, Gerth in view of Iyer as applied above discloses 
wherein visualization is associated with a subnet (visualization is associated with 
cell sites, Fig. 3 and Fig. 8, Iyer, Col. 16, lines 19-42). 

Regarding claim 19, Gerth in view of Iyer as applied above discloses a 
method for tracking and managing mobile devices in a wireless network, 
comprising: discovering wireless devices connected to the wireless network; 
collecting associating information from access points, the association information 
from an access point including information identifying a current association 
between the access point and an associated wireless device (Gerth, Col. 3, line 
62 through Col. 4, line 35); and providing a visualization of current associations 
between the access points and corresponding associated wireless devices (Iyer, 
Col. 16. lines 19-48). 
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Regarding claim 20, Gerth in view of Iyer as applied above discloses 
tracking a mobile wireless device connected to the wireless network by using the 
collected association information (tracking a mobile user by using REGNOT, Col. 
5, lines 45 - 67). 

Regarding claim 21, Gerth in view of Iyer as applied above discloses 
generating mobility information by consolidating the collected association 
infonnation and resolving any conflicts in the collected information and logging 
the resolved mobility information (Gerth, Col. 5, lines 45 - 67). 

Regarding claim 22, Gerth in view of Iyer as applied above discloses 
detecting unauthorized rogue devices connected to the wireless network (fraud 
manager located within the CDS, Fig. 3, 304 compares different REGNOT and 
CDS determines whether the mobile user is a fraud, Gerth, Col. 5, lines 45 - 67). 

Regarding claim 24, Gerth in view of Iyer as applied above discloses 
detected disassociated mobile units (fraud manager identifies the fraudulent 
mobile user, Gerth, Col. 5, lines 45 - 67). 

Regarding claims 25, 26, 27 and 28 the claims are interpreted and 
rejected for the same reason as set forth in claim 19. 

Regarding claim 29, Gerth in view of Iyer as applied above discloses 
wherein the device manager assigns the access points to the plurality of device 
agents to balance a workload across the device agents (plurality of MSCs Fig. 2, 
120A- 120G are connected to its corresponding RVCDs, Fig. 2, 204A, 204B), 
Gerth, Col. 3, line 62 through Col. 4, line 18). 
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Regarding claim 30, Gerth In view of Iyer as applied above discloses 
wherein the device agent regularly polls the corresponding set of access points 
to detennine changes to associations of the access points (REGNOT records are 
received every half hour, Gerth, Col. 5, lines 4-13). 

Regarding claim 31, Gerth in view of Iyer as applied above discloses 
wherein the device agent queries the corresponding set of access points to 
request association information from the access points (PSMS instructs RVCD to 
send REGNOT records received from MSG every half hour, Gerth, Col. 5, lines 4 
-13). 

Regarding claim 32, Gerth in view of Iyer as applied above discloses 
wherein the device manager consolidates the collected information and resolves 
any conflicts in the collected information (fraud manager within CDS collects 
information and resolves any conflicts in the collected information, Gerth, Col. 5, 
lines 45 - 67). 

Regarding claim 33, Gerth in view of Iyer as applied above discloses 
wherein the association information from the access point is retrieved from an 
association table maintained by the access point (MSC transmits a REGNOT 
query to the RVCD where a record is created, Gerth, Col. 4, lines 19-45). 



6. Claim 23 is rejected under 35 U.S.C. 103(a) as being unpatentable over Gerth in 
view of Wu et al. (US 2003/0185244 A1). 



Application/Control Number: 10/786,982 Page 9 

Art Unit: 2687 

Regarding claim 23, Gerth as applied above does not specifically disclose 
detecting unauthorized access points. In an analogous art, Wu discloses 
detecting unauthorized access points (detecting counterfeit access points, Wu, 
Page 3, Paragraph 0033, line 1 through Paragraph 0037, line 8). Therefore, it 
would have been obvious to one of ordinary at the time the invention was made 
to provide the technique of Wu to the system of Gerth in order to provide an 
improved security in the WLAN by detecting a counterfeit access point in a 
wireless local area network and preventing the user from sending confidential 
information to the counterfeit access point. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Won et al. (US 6,754,488 B1) discloses system and method for detecting 
and locating access points in a wireless network. 

Fujii et al. (US 2003/01 17985 Al) discloses network security system, 
computer, access point recognizing method, access point checking method, 
program, storage medium, and wireless LAN device. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Un C. Cho whose telephone number is (571) 272-7919. 
The examiner can normally be reached on M ~ F 8:00AM to 4:30PM. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Lester Kincaid can be reached on (571) 272-7922. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status infomriation for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomriation for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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Examiner 
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